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Related Work

@ First Blind Vison: Secure Face Detection [Avidan and Butman,
2006] [Jin et al., 2017]

® Secure Face Identification (SCiFI) [Osadchy et al., 2010]
® Secure CBIR [Shashank et al., 2008] [Fanti et al., 2013]

® Secure Video Surveillance [Upmanyu et al., 2009][Sohn et al.,
2010] [Chu et al., 2014] [Jin et al., 2015; 2016a; 2016b]

® Secure Machine Learning [Bost et al., 2015]
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The Experimental Setup

@ A family of 5 members

@ 4 mobile phones

@ 100 photos are used to build our dictionary for
face recognition

@ 1000 photos in the cloud for retrieval
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S .

[1{o]o]of1] [1{1]0[2[1] ofol1][a]0] 0fof1]1]1] [0{0]1]0f1] [0fofofo]1]
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Conclusion and Discussion

@ The first work that addresses the private face retrieval in a
shared cloud server by a group of persons.

® We propose a novel protocol to preserve the privacy of the
cloud users' photos and the parameters of the commercial
face detector simultaneously in such mobile cloud scenarios.

@ Both the storage security and the computation security are
taken into consideration in one protocol.

@ The protocol is designed for a real world application.
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